
Key Features
	› On Device Security Enforcement 

Policies enforced locally, with or 
without connectivity

	› Automated Threat Response 
Instantly quarantine, reboot, restrict 
or erase without human interaction

	› Disconnected Operations  
Full protection in DIL environments

	› Instant QR-based Management 
Enroll devices, change policies & 
more by scanning a QR code

	› Seamless Application Management 
Remotely add, remove, and 
synchronize apps and data

	› Assured Device Integrity 
Device integrity is continuously 
cryptographically verified both 
on-device and remotely

	› Flexible Deployment 
Deploy from central enterprise, 
distributed edge, or directly on-device

	› Integrated Hardware Device 
Management (HDM) 
Control cyber attack surfaces at 
the hardware level including the 
USB port and wireless radios.

Managing the Device Isn’t Defending the Mission
Mobile devices face escalating cyber threats — especially in high-stakes, sensitive 
environments. Viasat’s Mobile Dynamic Defense (MDD) goes beyond basic device 
management, delivering real-time protection that goes deeper than policy — so missions 
can go further.

Security That Goes Deeper
Unlike traditional MDMs that rely on constant connectivity, MDD embeds security directly on 
the device. The MDD Client continuously monitors device integrity, user behavior, and network 
activity, enforcing policy and responding to threats in real time — even when disconnected.

Missions That Go Further
By removing reliance on centralized management, MDD enables secure mobile operations in 
disconnected, intermittent, and low bandwidth (DIL) environments. Policies can be updated 
remotely, over USB, or via QR code—allowing rapid adaptation as missions change.

Engineered for the  
Devices You Rely On
MDD is fully compatible with the 
Samsung devices your missions 
depend on. From commercial to 
Tactical Edition, MDD helps ensure 
every device stays secured.
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