
VIASAT TRUSTED  
CYBERSECURITY SERVICES
Early Warning Threat Detection with Classified Government Intelligence 
for Non-classified Networks

About Trusted Cybersecurity Services (TCS)

Viasat is the only accredited commercial cybersecurity provider authorized by the 
Department of Homeland Security (DHS) to deliver services under the Cybersecurity and 
Infrastructure Security Agency (CISA) Enhanced Cybersecurity Services (ECS) program, 
offering monitoring and detection of classified threat indicators for unclassified 
networks.

DHS shares access to sensitive and classified cybersecurity threat intelligence with 
Viasat. In turn, Viasat leverages that intelligence in combination with our own curated 
Indicators of Compromise to detect malicious traffic entering or exiting customer 
networks. The combination of government provided threat intelligence with Viasat’s 
expertise and advanced analytics provides a unique early-warning advantage to 
enhance cybersecurity programs. 

Benefits of Viasat’s Trusted Cybersecurity Services

 › Up to six months early warning on novel threats before detection in  
commercial solutions.

 › Accelerates awareness and improves response times against threats undetected 
through other vectors.

 ›  Includes CISO Advisory services and Incident Response assistance.

 › Leverage Viasat’s deep expertise providing secure network products and services 
supporting National Security for more than 30 years.
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Viasat’s TCS Benefits

How it works

Operationalized Classified Intel

The ECS program provides a unique 
way to operationalize sensitive and 
classified Government Furnished 
Information (GFI) in commercial and 
civilian environments to detect and 
stop advanced persistent threats 
capable of bypassing your existing 
security technology stack.

Low Integration Effort

Viasat TCS is monitored, managed, 
maintained, and configured 
exclusively by our world class 
Viasat Cybersecurity Operations 
Center, giving you additional time 
and resources to meet your other 
business needs.

Early Warning

DHS CISA shares timely, actionable, 
and vetted GFI with qualified CSPs. 
ECS provides early warning of 
emerging threats. Indicators appear 
on average 6 months before they 
show up in premium commercial 
threat feeds.

Increased Visibility

 Viasat TCS can detect attacks 
inside your network such as ones 
that enter your supply chain and 
are hiding in plain sight. In addition, 
the ability to see call-out, beacons, 
or other ingress and egress activity 
that commercial solutions can’t see.

Viasat will:

1. Provide an API to connect your DNS traffic to our hosted TCS
2. Monitor intrusion events and validate findings
3. Recommend mitigation and course of actions based on severity, type of event, and asset criticality
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