Eclypt® Hardware-Based Encryption

Hard Drive Encryption for Protecting Top Secret through SBU Data-At-Rest

OVER ONE MILLION LAPTOPS GO MISSING IN THE US. EACH YEAR,
COSTING ORGANIZATIONS BILLIONS OF DOLLARS IN DATA BREACH?!

If data breach can happen to them, it can happen to you. »»» More and more

computers are lost or stolen from government and commercial organizations each
year, putting the nation'’s classified and sensitive data at risk for breach. Eclypt secure
data-at-rest hardware encrypts data of any classification level from Top Secret

to Sensitive, rendering the hard drive unclassified and protected fromm compromise. With
hardware-based self-encrypting technology, Eclypt delivers higher security with better
performance than software-based encryption. In the event of computer theft, loss, or \

ECLYPT

attack, Eclypt ensures that your data is completely protected, secure, and unstealable.

With Eclypt hard drive encryption, your classified data is rendered unclassified when your computer is powered
down, freeing you from logistics associated with storing and transporting classified data. Hardware-based Eclypt
data encryption is available in a variety of configurations: Core interal hard drive, Freedom external hard drive,
Nano ultra-portable memory stick, and Inline media encryptor. Simply choose the optimal Eclypt protection level
and form factor to meet your data-at-rest security needs.

WHICH ECLYPT DEVICE IS RIGHT FOR YOU?

CLASSIFICATION LEVEL

TOP SECRET \/
Department of Defense
Federal Government
Law Enforcement
CONTACT VIASAT
SECRET FOR MORE INFORMATION
Local Government
) . CONTACT VIASAT
National Health Services CONFIDENTIAL R BRI INEORATIEN
Educational Institutions
Enterprise/Corporations UNCLASSIFIED /
v
b e o ECLYPT 800 ECLYPT 600° ECLYPT 200
(AVAILABLE IN INLINE (AVAILABLE IN (AVAILABLE IN CORE,

v/ RECOMMENDED cHoICE MEDIA ENCRYPTORS) CORE & FREEDOM) FREEDOM, & NANO)

3Expected to be submitted for US government certification.



Eclypt® Hardware-Based Encryption

INSIDE YOUR COMPUTER
EMBEDDED DATA PROTECTION IN YOUR COMPUTER'S CORE

ECLYPT CORE INTERNAL HARD DRIVES
Direct encrypted replacement for a standard computer internal hard drive.

» Core 600* - Contact ViaSat for more information
(*Expected to be submitted for US government certification)

» Core 200 protects your sensitive (unclassified) data with premium encryption

KG-200 WORKSTATION INLINE MEDIA ENCRYPTOR
Positioned between a computer’s processor and hard drive, this Eclypt device
protects data-at-rest on classified desktop and server computers.

» Protects US Top Secret & Below; NSA certified

» Encryption renders the disk drive unclassified

» Protection level Eclypt 800

OUTSIDE YOUR COMPUTER

THE FREEDOM TO WORK ON THE GO AND SWITCH COMPUTERS
WITH PORTABLE DATA PROTECTION

ECLYPT FREEDOM EXTERNAL HARD DRIVES
Direct encrypted replacement for a standard computer internal hard drive.

» Freedom 600* - Contact ViaSat for more information
(*Expected to be submitted for US government certification)

» Freedom 200 protects your sensitive (unclassified) data with premium encryption

ECLYPT NANO USB MEMORY STICK
Encrypted USB memory stick delivers AES-256 full-disk encryption
and MIL-STD 810F rugged, waterproof performance in a portable thumb drive.

» Protects sensitive (unclassified) data . ‘3““}
=

» Protection level Eclypt 200

KG-201 PORTABLE INLINE MEDIA ENCRYPTOR
External device that houses and encrypts any 2.5” ATA-6 classified hard drive,
and connects via USB to your laptop.

» Protects US Top Secret & Below; NSA certified

» Encryption renders the drive unclassified

» Protection level Eclypt 800

CONTACT WaSat

UNITED STATES 6155 El Camino Real Carlsbad, CA 92009
TEL +1.760.476.4755 FAX +1.760.683.6815 EMAIL insidesales@viasat.com

UNITED KINGDOM Sandford Lane, Wareham, BH 20 4DY
TEL +44 (0) 1929 55 44 00 FAX +44 (0) 1929 55 25 25 EMAIL sales@viasat.uk.com

CANADA
EMAIL info.canada@viasat.com

Copyright © 2010-2011 ViaSat, Inc. All rights reserved. ViaSat and the ViaSat logo are registered trademarks of ViaSat, Inc. Eclypt, Flagstone, and the Eclypt Flagstone Evolution logo are registed trademarks of ViaSat UK Limited.
Microsoft and Windows are registered trademarks of Microsoft Corporation. All other trademarks mentioned are the sole property of their respective companies. Specifications and product availability are subject to change without notice.
Source: D. Wyld, “Preventing the ‘Worst Case Scenario’, 2010. 2Source: Ponemon Institute “US Cost of Data Breach” study, 2009. *Expected to be submitted for US government certification. 110711-018b



