
Eclypt® Orion
Server-Based Remote Management System for Eclypt Encrypted Hard Drives

Eclypt integrates sophisticated authentication, entire disk encryption and data storage into 

tamper-resistant internal or portable hardware that safeguards your data. This provides instant 

data protection without any noticeable adverse effects on your computer’s performance.

Simplify your enterprise-wide management of Eclypt devices. »»» Manage Eclypt encrypted hardware 
throughout your organization from a single location, with Eclypt Orion.  Orion is a scalable, server-based remote 
management system for Eclypt Core 200, Freedom 200, and Nano 200 devices.  With Orion, you can create, 
modify, or delete user accounts, account policies, and passwords for multiple drives or users simultaneously.  
Eclypt Orion can perform the same action simultaneously on any number of devices, for effortless updates and 
rollouts to large or widely-distributed workforces.

»» Secure communications between central server and remote devices

»» Facilitates deployment and installation

»» Remote definition of passwords and/or tokens



Eclypt® Orion

»» �The system facilitates the following activities on Eclypt Core, 
Freedom, and Nano 200 devices:

»» Creating and modifying account policies

»» Creating, deleting, changing or suspending accounts

»» Changing or forcing user to change passwords

»» �Provision of remote recovery password and ability to reset  
a locked-out account

»» Remote drive initialization operations

»» �Administrators can manage groups of drives and users in a single 
operation

»» �Allows offline changes which are implemented when units next 
connect to the network

»» �An administrator is able to configure single or multiple remote units whether  
active on the network or not, and report back when a modification has been implemented  
(e.g., when the remote device comes back online)

»» �All communications between Orion and the Eclypt units are fully encrypted 

»» Provides logging and audit facilities with all activities logged

»» Provides the following user interface views: 
»» Devices based on a computer including device status

»» �The location of a connected Freedom drive is shown in the tree view. Once it has been  
removed from a client, it is displayed under the group in which it belongs.

»» View of a list of devices showing status (last connection, user accounts)

»» View of users that hold accounts, including last known location of device

»» Drag-and-drop user account creation

USER INTERFACE
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